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Abstract 
During a large-scale disaster first responders face a number of different challenges. Their ability to communicate with one 
another is among the most critical challenges they face. If the disaster has wiped out the infrastructure that enables 
communications, it creates a serious issue for first responders. In such situations, infrastructure-less technology could enable first 
responders to establish a communications network independent of any existing operational or non-operational infrastructure. Wi-
Fi Direct can enable such communication, but it is fraught with a few issues that need to be addressed to make it usable for first 
responders. We have developed an extension to Wi-Fi Direct that would address these issues. The extended Wi-Fi Direct 
protocol allows for a persistent communications network that involves zero user interaction. With our extensions, the protocol 
does not require any infrastructure or any human involvement to establish a communications network. 
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1. Introduction 
Large-scale disasters often destroy significant parts of the installed infrastructure, which makes the 
recovery operations very difficult. In 2005 during Hurricane Katrina communications infrastructure was among the 
most affected. Commercial power failed and forced 180 central office locations to run on generators. An estimated 
100 commercial radio station towers were taken off the air. Land mobile radios were greatly degraded, and as many 
as 2000 cell towers were taken out.  Most of the backbone conduit that supported landline services was flooded [1]. 
In such an environment, the first responders need to find alternate means of communication with each other for 
information sharing and safety purposes.  
The use of mobile devices for communication has been growing rapidly. Altogether, there were a total of 
6.5 billion mobile devices worldwide in 2012, and that number grew to 7 billion in 2013 [2]. The accessibility of 
mobile devices has revolutionized the way people use, access, and exchange information. One method for 
exchanging information over these devices is through the use of Wi-Fi Direct [3]. This relatively new protocol 
allows for Peer-to-Peer (P2P) mobile ad-hoc networking. 
Wi-Fi Direct benefits from the strengths of the Wi-Fi standard – performance, security, and ease-of-use – 
and adds a number of new functionalities. These added functionalities include: automatic device discovery, a mutual 
awareness of capabilities between devices (inter-device capability awareness), sophisticated power management, 
and infrastructure-less connectivity. Connections between Wi-Fi Direct devices can happen anytime and anywhere. 
When devices come within range of one another, a connection request is sent. Upon request acceptance, a P2P 
Group is established and communication is enabled. To enable communication, one of the devices assumes the role 
of P2P Group Owner (Software Access Point) while the others become P2P Clients.  
While Wi-Fi Direct has many advantages, it suffers from a serious drawback that impacts its utility. Once a 
Group Owner disconnects, there is a permanent disruption to the network. There are two methods in which a Group 
Owner can leave the network. In the standard method, a user must manually press the disconnect button. Once the 
disconnect button is pressed the Group Owner stops assuming the role of a software access point and connectivity 
among all devices stops. Another method through which the Group Owner leaves the network is a catastrophic 
failure to the device. In this case the device gets destroyed and connectivity between all the devices stops. In either 
case, once the Group Owner leaves, a permanent disruption to the network occurs [3].  
To support communication among its clients, a device operating in the Group Owner mode consumes more 
power than its clients. In a team of first responders, it is best that the Group Owner functionality be shared among 
the members of the team. This way, no one device drains its power completely; everyone shares in supporting the 
communication within the team. This need to rotate the Group Owner functionality among the team members and 
the way Wi-Fi Direct works are in conflict – every time the Group Owner changes, a major reset takes place in the 
network. 
1.1. Wi-Fi Direct Extension 
We have extended the Wi-Fi Direct protocol to prevent serious disruption to the network when the Group Owner 
has to change. This extended protocol allows first responders to continue communicating with each other without 
having to re-establish the network when the Group Owner changes. The extended Wi-Fi Direct can be installed on 
any android device that supports Wi-Fi Direct. First responders can then use these android devices in infrastructure 
less environments to communicate with each other. The extended protocol is ideal for infrastructure less 
environments, but can also be used in limited infrastructure environments. The unique feature of Wi-Fi Direct 
allows for simultaneous connections to other peers and standard Wi-Fi access points.  
 
Our key contributions are: 
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x Automated connection establishment. This removes the burden from first responders from having to know how 
and when to set up communications. 
x Smooth Group Owner migration.   Prevent serious disruption to the network when the Group Owner transfers 
from one device to another. 
In the rest of this paper, we provide background on Wi-Fi Direct, explain our extensions to the protocol, and discuss 
our implementation of the extensions. 
2. Background – Wi-Fi Direct Architecture 
  
In order to understand our extension to Wi-Fi Direct, it will be useful to understand how the standard 
protocol works. In this section we provide a high-level overview of how this protocol works.  
The Wi-Fi Direct protocol can support one to many connectivity such that several clients can be connected to one 
Group Owner. The set of connected devices is known as a P2P group. Figure 1 shows such a relationship.   
 
 
Figure 1: One-to-many relationship. Group owner is connected between two devices and is acting as the software 
Access Point (from [4]). 
 
A P2P device can be connected to another P2P device while at the same time being connected to a Wireless LAN 
(see Figure 2). That device is known as a P2P concurrent device. Any device performing concurrent operations 
requires multiple MAC entities.  A concurrent operations device can operate on the same or different class and 
channel as a P2P group, meaning that P2P may operate on channel 6 in the 2.4 GHz band, while the WLAN BSS 
can operate on channel 36 in the 5.8 GHz band.  
 
Figure 2: Simultaneous connection to a P2P device and a wireless access point (from [4]).  
 
Device discovery enables P2P devices to exchange device information. The purpose of the P2P device 
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discovery is to rapidly determine which devices will attempt a connection. Device Discovery is made up of three 
major phases: Listen, Scan and Find. 
 In the listen phase, a device that is not in a P2P group can become discoverable.  P2P devices use the scan 
phase to locate the best operating channel for group formation, and to find other P2P devices and Groups. By 
scanning all supported channels (1, 6 and 11 in the 2.4 GHz band), devices in the scan phase collect information 
about surrounding devices and networks. The find phase is used to enable communication by ensuring that two P2P 
devices searching at the same time arrive to a common channel. This is accomplished by cycling between states.  
Randomizing the time spent on each cycle of the listen state enables convergence of two devices on the same 
channel.   
 The invitation procedure for establishing a group is used in three cases: when a device receives an 
invitation by a group owner to become a client in the group, when a client invites another device to become part of 
their existing group, and when a group owner chooses to invoke a P2P Persistent Group.    
The Group Owner negotiation happens through a three-way handshake.  When a device comes within range 
of another device, it sends a group owner negotiation request. In the request there is a group owner intent field.  In 
this field the device can set a value of 0 to 15.  Devices that require group ownership in order to work properly will 
set a value of 15.  Those devices that do not require being a group owner will have a lesser value.  The second 
device will then send a group owner negotiation response with its own group owner intent.  If there is a tie between 
the two devices, the group owner will be determined by the tiebreaker bit.  The tiebreaker bit gets set randomly 
when each device gets powered on.  The bit consist of 1 or a 0, the device that has a value of 1 will become the 
group owner.   The network gets established when the first device sends a group owner negotiation confirmation.  
One device becomes the group owner while the others become P2P Clients [4]. Figure 3 illustrates the Group Owner 
Negotiation.  
 
 
 
Figure 3:  Group Owner negotiation [4] 
 
3. Issues with Wi-Fi Direct Impacting First Responders 
 
When a Group Owner disconnects from the network there is a significant disruption to the connectivity. In a 
disaster relief environment this can be very problematic. Maintaining constant communication between first 
responders is extremely important.  Without communication, all coordination between them will cease. First 
responders have plenty of obstacles to overcome during a disaster recovery operation; establishing and maintaining 
constant communications should not be one of them.  
An inherent issue with establishing Wi-Fi Direct communications is that is must be done manually and by a 
dedicated person. This will burden a first responder with knowing how to operate the communications equipment. 
This will take away the first responder from performing his other duties. Another issue is the network collapsing 
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when the group owner leaves. This forces a first responder who has assumed the role of Group Owner to be present 
in order to maintain the communications network. A disaster area is ever changing and there are a number of 
different reasons why a first responder would have to leave, including device battery getting low, device owner 
having to leave for a new task or getting injured.   
 
4. Extending Wi-Fi Direct 
 
Our solution for the above problems is to fully automate Wi-Fi Direct. From establishing Wi-Fi Direct groups to 
the migration of Group Owners, we automate each step in the entire process.  
The first step is to automate the peer discovery. In the normal protocol this is done manually by selecting a button 
on the user interface. In our extension, any device using Wi-Fi direct would automatically perform the peer 
discovery on start up. We pre-provision all devices that are allowed to form a network with the MAC addresses of 
the entire group. This enables us to insure that unauthorized devices do not join the network of first responders.   
The next step is to automate the group formation request. Normally a user has to manually select a peer from the 
devices peer list and manually send the request. We have automated this by sending the request to the first peer on 
the devices peer list. The subsequent step is to automatically accept the group request. In the normal protocol, a user 
would have to manually click on a button and accept the request. In the extended protocol the group acceptance is 
done automatically without user interaction. Criteria such as battery status or location can also be used to determine 
group owner selection automatically. 
In our extended protocol, we monitor for the disconnection in the network because of Group Owner departure. 
Once we know that the Group Owner has left, we clear each device’s peer list, automatically perform a peer 
discovery and begin the connection process over. Figure 5 shows the timing diagram for our extended Wi-Fi Direct 
protocol. 
Standard Wi-Fi Direct Protocol 
Device 1                             Device 2 
 
 
Manually Start Device Discovery 
 
Manually Start Device Discovery 
 
Manually Send a Group Request 
 
Manually accept Group Request 
 
Device 1 Becomes Group owner based on intent and Group is established 
 
Manually disconnect from the Group 
 
Group is terminated and permanent interruption to the Network 
 
 
 
 
 
 
 
Figure 4: The timing diagram above shows the normal sequence for group formation. It also shows the permanent 
disruption to the network. [4] 
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Extended Wi-Fi Direct Protocol 
Device 1                             Device 2 
 
 
Automatically Start Device Discovery 
 
Automatically Start Device Discovery 
 
Automatically Send a Group Request 
 
Automatically accept Group Request 
 
Device 1 Becomes Group owner based on intent and Group is established 
 
 
Manually disconnect from the Group 
 
 
 
 
 
 
 
        Device 2                            Device 3
   
Automatically Start Device Discovery 
 
Automatically Start Device Discovery 
 
Automatically Send a Group Request 
 
Automatically accept Group Request 
 
Device 2 Becomes Group owner based on intent and Group is established 
 
 
 
 
 
 
 
 
 
 
Figure 5. Extended Wi-Fi Direct 
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5. Implementation and Testing 
  
We automated the device discovery, group request, group acceptance, and re-establishing of the network. 
The extended protocol was developed using the Android P2P Wi-Fi API. The API contained the WifiP2pManager 
class, which allowed us to discover, request, and connect to peers. Also the API provided listeners that notified of 
success and failure of WifiP2pManager method calls. Calling WifiP2pManager methods, would allow each specific 
listener to be passed in as a parameter to each method. The API and all our modifications were written in Java [5].  
 The devices used for development where the Samsung Galaxy S3. We used three devices running Android 
4.1.1 and 4.3 operating systems. Each device had 32 GB of memory and the standard slew of sensors.  For 
connectivity the devices were equipped with Wi-Fi a/b/g/n, Wi-Fi HT40, Wi-Fi Direct, NFC and Bluetooth 4.0. [6]
 During the testing there were two significant hurdles that had to be overcome. The first hurdle was the 
device’s inability to connect or an excessive connection time. At times the devices would not connect and when they 
did it would take estimated 10 minutes. During our troubleshooting we noticed this was not the case using the 
original protocol. In the original protocol, once the manual request and accept messages were exchanged, the group 
formation happened in seconds. The only difference in the code from the original and extended protocol was the 
automation piece for the extended protocol. After exhaustive testing and searching, we concluded that in the 
problem was with the automation code. The issue being, after both devices automatically performed a device 
discovery, they would simultaneously send a request message. In essence, both devices were trying to connect at the 
same time and therefore neither would end up connecting. We fixed this problem by implementing a random 
Boolean. This would allow only one device to send a request message while the other would send an acceptance. 
The issue was not present in the original protocol because the request and acceptance was done manually and not at 
the same time.  
The other main hurdle that had to be overcome was re-establishing of the network; it took a lot longer than 
the initial set up. In the extended protocol, before re-establishing can occur, the device clears its peer list. This was 
done because we noticed that some devices would try to connect to the Group Owner that was no longer present. 
After being unable to connect they would eventually connect to a device that was still present. We still faced this 
issue on some devices. We have tracked down the problem to the firmware on the device. The devices with Android 
firmware 4.2 or lower were not able to clear their peer list. This caused a greater delay in re-establishing the 
network. 
 
6. Conclusions 
 The ability to operate in infrastructure-less environments is critical for first responders. While Wi-Fi Direct 
supports this requirement, its standard implementation is fraught with several issues that make it impractical for first 
responders’ use. We have addressed these issues by extending the protocol to one that now supports automated 
discovery and connection, and Group Owner migration. We have positive results from our testing on the Android 
platform. The extended Wi-Fi Direct protocol can support first responders in infrastructure less or limited 
infrastructure environments. While our implementation has worked well in the lab, we still need to test in real 
disaster recovery context. The extended protocol can be tailored for many use case scenarios.  
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